
Why were the Domino
security settings

changed - who, when?{ {

They said they didn’t 
get the email - 

did they?{ {
Who opened and

changed that 
confidential database?{ {

YO U R A D M I N I S T R AT I O N A U D I T I N G S O L U T I O N



DOMINOK E Y F E A T U R E S

can relieve your administration headaches...

, an award-winning system, is the ONLY complete 

audit trail system that tracks the life cycle of all objects in the

Domino environment, as well as tracking all operational activities

with configurable, real-time alert notification. simplifies

administration by providing a logical starting point to find and

address changes caused by intentional and unintentional events.

Tracking Hunts

Audit Trails Alerts

{ {
Set logging of any or 

all mail events.

Track and monitor email !  

Add standard formulas for
setting additional 
selection criteria.

Easily enable or disable
monitors whenever needed.



Track information and set up
monitors fast
Eliminate  "It wasn’t me" type 
answers through monitoring and
detection. Events and activities 
relating to any and all Domino objects
can be tracked and validated. Every
incremental change is recorded, even
for a single parameter value. Shorten
the hunt cycle of user errors by
quickly setting up monitors for:

• Domino databases  
• Domino settings (notes.ini) 
• Domino Directory (names.nsf)
• Email 

Perform auditing regularly and 
be proactive 
An audit trail of all activities in 
corporate databases and email is
critical to corporate security manage-
ment. SecurTrac monitors the entire
life cycle of Notes documents and
email messages. Quickly identify
when and which database or email 
is opened, changed and by whom.

Real-time monitoring and alerts
Notes assets can be stolen in 
seconds. Detecting any irregularities
early is very important. Once
SecurTrac Monitor is enabled, all 
alerts are readily reported through
email, SMS, or pager services.
Operating in real time, SecurTrac
demonstrates its powerful administra-
tive functions in an enterprise-level
environment. Security officers or
administrators can monitor all 
Domino servers, search and filter 
specific information, as well as 
generate reports.

Lower costs and save time
Separate Notes auditing development
for each Domino application is no
longer necessary. SecurTrac provides
the central logging services. These log-
ging services allow companies to save
development time on monitoring and
logging work. This development time
saving allows for more concentration
on the application’s functionalities.

"Anyone with auditing requirements in
their applications or with interest in

securing the flow of information due to
regulatory requirements 

would be well served to evaluate 
and deploy SecurTrac."  

Lotus Advisor Magazine,
Editor’s Choice Awards 2001,

April 2001 issue. {
  

Receive alerts when
changes to key files or

databases are made!

View new parameter value
as well as original.

View changed values by
clicking on item.

Every incremental change and
data/time will be recorded.

Specify who should be notified
when changes are recorded.



visit www.extracomm.com or 
email sales@extracomm.com

Extracomm Technologies Inc.
5160 Yonge Street, Suite 1315
Toronto, Ontario
Canada  M2N 6L9
Tel : 416.222.5280
Fax: 416.222.7371

For more information and free trial version,

F E A T U R E S  A N D  F U N C T I O N S
SecurTrac is comprised of five key components with specific functionalities :

Featured Component Functions

Mail Monitoring • Tracks and monitors mail messages and all associated events including - 
send/receive/open/update/delete/route/undeliver/illegal open

• Specify whose email and which events are to be monitored, as well as 
who will have access to the log or receive notification

• Logs email delegation activities

Database Monitoring • Logs document changes - open/update/addition/deletion
• Logs design element changes - forms and field changes
• Logs Access Control List (ACL) changes - who, when, what
• User definable document selection criteria

Domino Directory Monitoring • Logs Domino Directory changes - open/update/addition/deletion
• Logs design element changes - forms and field changes
• Logs Access Control List (ACL) changes - who, when, what

Notes.INI File Monitoring • Logs content and/or last modified time changes of the Notes.ini file
• Records all changes even if file is edited with an external editing tool
• Changed parameter values are displayed as well as previous parameter values

Intrusion Detection • Logs and monitors occurrences of malicious events including illegal access
to databases, illegal database creation, illegal server access, or access without 
authorized public key

• Can be configured for user-defined events or pre-defined events

Business Partner

Features of • Allows system administrator to readily administer and monitor all
Real-Time Monitoring Domino servers or selected servers from any location

• Once created, a monitor is saved and it can be enabled or disabled 
at anytime - no need to recreate or rescript

• Lotus formulas may be used to add extra flexibility for selection criteria
• Alert email notification to administrator and/or other specified users
• All monitored events are presented by date, time and with associated values


